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Abstract. The TLA+ language has been widely used, both in academia
and industry, to specify and reason about distributed systems. This pa-
per presents Apalache, an efficient and flexible symbolic model checker
for TLA+. Apalache’s engine is based on bounded model checking, with
symbolic transitions being extracted from TLA+ specifications and verifi-
cation conditions suitable for satisfiability modulo theories (SMT) solvers
being generated from them. Reasoning can be done in terms of safety
and liveness properties, with liveness checking realised via a liveness-to-
safety reduction. Apalache’s flexibility lies in its three complementary
functionalities: bounded exhaustive verification, for bounded guarantees,
randomised symbolic execution, for prototyping and bug detection, and
inductiveness checking, for unbounded guarantees. The paper describes
Apalache’s architecture and features, including its support for PlusCal
and Quint, two languages that share the same semantic foundation as
TLA+. Industrial usage of Apalache is also presented, together with
a case study which illustrates how Apalache can be used to verify the
agreement property of a consensus protocol.

Keywords: model checking · SMT solving · distributed systems

1 Introduction

Distribution has become an integral part of a large number of computer systems,
providing them with essential improvements to aspects such as performance and
fault-tolerance. These improvements, however, often come with the need for com-
plex coordination strategies not required for sequential and concurrent systems.
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Due to the critical nature of many of the distributed systems underpinning our
modern digital infrastructure, their correctness is of crucial importance.

One way to establish guarantees about the behaviour of distributed systems
is through the writing of, and reasoning about, TLA+ specifications [31], an
approach that has been adopted both in academia and in industry, e.g., at Ama-
zon Web Services [40]. TLA+ is a specification language based on a variant of
linear-time temporal logic called temporal logic of actions (TLA) [30], which
allows for the behaviour of a system to be described in a way that abstracts
implementation details that do not impact high-level properties, such as mem-
ory management. Having specified a system in TLA+, model checking [9] can
then be employed to ensure correctness in an automated way. In addition to
its adoption by Amazon [7], TLA+ has many other success stories, e.g., in the
context of Microsoft’s Cosmos DB [16] and of MongoDB [48].

Reasoning about distributed systems is a notoriously difficult task, due to
the numerous interleavings admitted by distributed algorithms, with state spaces
generally growing exponentially with the number of network nodes. With the aim
of aiding in the practical verification of distributed systems, this paper presents
Apalache7, an efficient and flexible symbolic model checker for TLA+. At its
core, Apalache extracts symbolic transitions from TLA+ specifications and
generates verification conditions that are checked by satisfiability modulo the-
ories (SMT) solvers [26]. Verification can be done in terms of both safety and
liveness properties. Apalache follows a bounded model checking approach and
has two quantifier-free SMT encodings, based on the combination of nonlinear in-
teger arithmetic with the theories of uninterpreted functions [22] and arrays [44].
Notably, Apalache exploits its engine to enable not only bounded exhaustive
verification, but also randomised symbolic execution and inductiveness check-
ing. By providing three complementary functionalities, Apalache allows users
to obtain the guarantees they need with the computational resources they have.

The development of Apalache started at TU Wien in 2016 and has since
spanned various institutions. Many successes have been achieved over the years,
with Apalache being used to verify protocols for blockchain synchronization [6]
and consensus [51,21,14], and algorithms for the detection of failures [49] and
termination [34], as well as to aid in test case generation [28,37]. Apalache has
also been used at NVIDIA for validation of safety-critical software development
tooling, in the context of the ISO 26262 standard [27]. Furthermore, Apalache
usage extends to other TLA-based languages, such as PlusCal [32]. Regarding
terms of use, Apalache is developed under the open source Apache 2.0 license.

The remainder of this paper presents Apalache’s architecture and features,
some of which have not been described in any prior academic publication, e.g.,
randomised symbolic execution, and is structured as follows. Section 2 introduces
a running example and the basics of TLA+. Section 3 provides an overview of
Apalache and its capabilities. Section 4 describes a case study which showcases
how Apalache can be used in practice. Section 5 discusses industrial adoption
and related work. Finally, Section 6 presents closing remarks and future work.

7Apalache is available at https://github.com/apalache-mc/apalache.

https://github.com/apalache-mc/apalache
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1 module Ben Or
2 extends FiniteSets, Integers, typedefs
3 constants N , T , F , CORRECT , FAULTY , ROUNDS
4 variables value, decision, round , step, msgs1, msgs2
5 NO DECISION

∆
= − 1 alias indicating that no decision has yet been taken

6 Init
∆
= predicate describing the set of initial states

7 ∧ value ∈ [CORRECT → VALUES ] nondeterministically choose the initial values

8 ∧ decision = [r ∈ CORRECT 7→ NO DECISION ]
9 ∧ round = [r ∈ CORRECT 7→ 1]

10 ∧ step = [r ∈ CORRECT 7→ S1] correct participants start on S1, standing for step 1

11 ∧msgs1 = [r ∈ ROUNDS 7→ {}]
12 ∧msgs2 = [r ∈ ROUNDS 7→ {}]
13 Step1(id)

∆
= send proposal message to all participants

14 let r
∆
= round [id ] in update msgs1 and step, with M1 defining a record

15 ∧ step[id ] = S1
16 ∧msgs1′ = [msgs1 except ! [r ] = @ ∪ {M 1(id , r , value[id ])}]
17 ∧ step′ = [step except ! [id ] = S2]
18 ∧ unchanged ⟨value, decision, round , msgs2⟩
19 Step2(id)

∆
= . . . receive proposals and react to them (omitted for brevity)

20 Step3(id)
∆
= . . . consider if a decision can be made (omitted for brevity)

21 CorrectStep
∆
= predicate describing the operation of correct participants

22 ∃ id ∈ CORRECT : correct participants execute the steps of the protocol

23 Step1(id) ∨ Step2(id) ∨ Step3(id)
24 FaultyStep

∆
= predicate describing the operation of faulty participants

25 ∃ r ∈ ROUNDS : faulty participants collectively inject messages for a single round

26 . . . omitted for brevity

27 Next
∆
= predicate describing the transition relation

28 ∨ CorrectStep
29 ∨ FaultyStep
30 Agreement

∆
= predicate describing the agreement property

31 ∀ id1, id2 ∈ CORRECT : no two correct participants decide on different values

32 ∨ decision[id1] = NO DECISION
33 ∨ decision[id2] = NO DECISION
34 ∨ decision[id1] = decision[id2]
35

1

Fig. 1: Condensed specification of Ben-Or’s Byzantine consensus protocol [2].

2 Running Example

To illustrate Apalache’s capabilities, we use a TLA+ specification of Ben-Or’s
Byzantine consensus protocol [2]. The protocol’s relative simplicity, combined
with its use of primitives present in many state-of-the-art protocols, makes it a
suitable running example. A condensed version of the specification is shown in
Figure 1, with the complete specification being available online8. In summary,
the protocol operates by having the correct participants perform three steps per
round, in which specific messages are exchanged in order, with faulty participants

8Detailed protocol specification at https://github.com/konnov/apalache-examples.

https://github.com/konnov/apalache-examples
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sending messages in an arbitrary manner; it is assumed that less than 1/5 of the
participants are faulty.

TLA+ specifications represent state machines, with the Init predicate de-
scribing the set of initial states and the Next predicate describing the tran-
sition relation. Predicates are also used to describe the actions possible, e.g.,
CorrectStep and FaultyStep, and the properties to be checked, e.g., Agreement .
Notably, specifications are parametrised, meaning that constants dictating the
total number of participants, N , the tolerated number of faulty participants,
T , and the actual number of faulty participants, F , can be instantiated with
different values. Further details on TLA+ can be found in Lamport’s book [31].

3 Overview

A description of Apalache’s main components is given in Section 3.1. The
type system enforced is discussed in Section 3.2. The core of Apalache, its
SMT-based model checking engine for handling safety properties, is detailed
in Section 3.3. Liveness checking is covered in Section 3.4. Lastly, Apalache’s
support for other TLA-based languages is described in Section 3.5.

3.1 Architecture

The high-level architecture of Apalache is given in Figure 2. Apalache works
via a command-line interface and receives as input a TLA+ specification. In
TLA+ the properties are traditionally written as part of the specification, with
the user being able to select the property to be checked via a command-line
option; deadlock absence is checked if no property is provided. The output is
either a statement that no errors were found during the search, together with a
trace which illustrates a valid protocol execution, or the summary of a violation,
together with a concrete counterexample (CEX). By default, exhaustive search
is conducted for 10 unrollings of the transition relation of the specified protocol;
this and other parameters can be changed via command-line options.

Apalache uses SANY [15] for parsing the TLA+ input and its own type
checker, called Snowcat, to ensure type correctness. The preprocessor performs

TLA+

specification
parser type

checker
preprocessor transition

extractor

rewriting
system

SMT
solver

symbolic
decoder

no errors
(+ trace)

violation
(+ CEX)

engineApalache

Fig. 2: Architecture of Apalache.
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⟨T⟩ ::= Bool | Int | Str | ⟨T⟩ → ⟨T⟩ | Set(⟨T⟩) | Seq(⟨T⟩) |
≪⟨T⟩, . . . ,⟨T⟩≫ | (⟨T⟩, . . . ,⟨T⟩) ⇒ ⟨T⟩ | ⟨typeConst⟩ |
⟨typeVar⟩ | Variant(⟨typeVar⟩) | (⟨T⟩) |
⟨variantOption⟩| . . . |⟨variantOption⟩ |
{⟨field⟩:⟨T⟩, . . . ,⟨field⟩:⟨T⟩}

⟨field⟩ ::= an identifier that matches [a-zA-Z_][a-zA-Z0-9_]∗

⟨typeConst⟩ ::= an identifier that matches [A-Z_][A-Z0-9_]∗

⟨variantOption⟩ ::= an identifier that matches [A-Z_][A-Z0-9_]∗

⟨typeVar⟩ ::= a single letter from [a-z]

Fig. 3: Grammar of Apalache’s type system.

a number of simplifications to improve checking efficiency, including inlining
operator calls and normalising expressions to be in negation normal form. The
model checking engine consists of two modules: the transition extractor, which
generates a symbolic transition system from the specification, and the rewriting
system, which generates verification conditions in terms of SMT queries. An
off-the-shelf solver is used to solve the SMT queries, with Apalache currently
employing Z3 [38]. The symbolic decoder produces, in case of a violation, a
concrete CEX trace that reaches a state violating the property being checked.

3.2 Type System

TLA+ was not designed with automated reasoning in mind, with the language
being untyped as a result. Typing, however, is very useful for verification, es-
pecially in regards to the generation of SMT queries. As a way to benefit from
typing while not altering the language, Apalache makes use of annotations
to add types to TLA+ specifications. These annotations, whose grammar can
be seen in Figure 3, are lightweight and automatically checked by Snowcat;
concretely, all definitions are checked for type correctness w.r.t. the type sys-
tem. Usually, the user simply has to add types to constants and variables, since
Apalache can infer the types of most operators [25]; in our experience AI tools
can produce such annotations effortlessly. Annotations for the constants and
variables in the running example can be seen in Figure 4. Further details on
both Snowcat and the type system can found in Apalache’s documentation9.

3.3 Model Checking Engine

Apalache’s engine generates a symbolic transition system [26] and then uses
its rewriting system to generate SMT formulas in the theory of quantifier-free

9Typing details at https://apalache-mc.org/docs/tutorials/snowcat-tutorial.html.

https://apalache-mc.org/docs/tutorials/snowcat-tutorial.html
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1 module Ben Or
2 constants
3 @type: Int ;

4 N , total number of participants

5 @type: Int ;

6 T , bound on the number of faulty participants

7 @type: Int ;

8 F , actual number of faulty participants

9 @type: Set(REPLICA);

10 CORRECT , set of the correct participants

11 @type: Set(REPLICA);

12 FAULTY , set of the faulty participants

13 @type: Set(Int);

14 ROUNDS set of rounds

15

1

1 module Ben Or
2 variables
3 @type: REPLICA → Int ;

4 value, current value of a participant

5 @type: REPLICA → Int ;

6 decision, decision of a participant

7 @type: REPLICA → Int ;

8 round , round number of a participant

9 @type: REPLICA → STEP ;

10 step, participant step: S1, S2, S3

11 @type: Int → Set( $msgOne);

12 msgs1, type–1 messages sent, mapped by rounds

13 @type: Int → Set( $msgTwo);

14 msgs2 type–2 messages sent, mapped by rounds

15

1

Fig. 4: Types of the running example; $msgOne and $msgTwo are type aliases,
standing for the record {src : REPLICA, r : Int , v : Int} and for the variant
Q({src : REPLICA, r : Int}) |D({src : REPLICA, r : Int , v : Int}).

uninterpreted functions and nonlinear integer arithmetic (QF_UFNIA) [22] or
quantifier-free arrays, uninterpreted functions, and nonlinear integer arithmetic
(QF_AUFNIA) [44]. The use of arrays tends to be beneficial in specifications
that make ample use of sets and functions, but can lead to a slowdown if mixed
data structures are used, e.g., records of sets, or in case of nesting, e.g., sets of
sets, since Apalache relies on the extensionality axiom. Note that arithmetic
nonlinearity is not essential, being only present if the TLA+ specification has
nonlinear constraints, with the solver being free to select the suitable theory.

0 : Init ∧ ¬Inv
1 : (Init ·Next) ∧ ¬Inv
2 : (Init ·Next ·Next) ∧ ¬Inv

. . .

K : (Init ·Next . . .Next) ∧ ¬Inv

In its default mode, the engine incrementally generates SMT formulas to
check if a state violating the property can be reached in 0, 1, 2, . . ., K unrollings,
with K being a user-defined bound. This is illus-
trated on the right, with · representing the un-
rolling of the transition relation and Inv being
a given property. In addition to bounding the
number of unrollings, the data structures used
in the specification need to be finite. Apalache
can thus check for bounded safety in a fully au-
tomated manner. The engine’s default mode can also be used for unbounded
verification, if the user is able to provide it with a suitable inductive invariant,
as described in Section 4.3.

0 : Init ∧ ¬Inv
1 : (Init · Step1(A)) ∧ ¬Inv
2 : (Init · Step1(A) · Step1(B)) ∧ ¬Inv
3 : (Init · Step1(A) · Step1(B) · Step1(C )) ∧ ¬Inv

In addition to exhaustive search, the engine is also used to perform ran-
domised symbolic execution, called simulation in Apalache. In simulation mode
the engine picks a symbolic trace, by randomly selecting enabled protocol actions
at each unrolling, and then
checks if the property holds
on all the executions covered
by this trace. A simulation of
length 3 is illustrated on the
right, in which three partici-
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pants execute the first protocol step; ids A, B , and C are left for the solver
to instantiate, with different simulations potentially picking different symbolic
traces. Although not capable of providing correctness guarantees, due to the loss
of completeness, simulation is much faster and can be used for prototyping and
bug detection. Since the exploration of a single trace yields limited information
by itself, Apalache allows users to define how many simulations are desired,
with hundreds normally possible in a timely manner.

3.4 Liveness Checking

For the checking of liveness properties Apalache employs a liveness-to-safety
reduction [41], inspired by the work of Biere et al. [3]. This reductions allows
users to reason about liveness in both model checking and simulation modes.
It works by taking a TLA+ specification S and a temporal property P and
generating an instrumented version of S, called SP , with a desired invariant IP ,
such that P holds in S if and only if IP is an invariant in SP . Importantly,
liveness checking is complete only for finite-state systems currently. Both the
reduction and the checking of IP are automated by Apalache; the user can
also request Apalache to emit the instrumented specification into a file, so
that it can be provided to other tools.

3.5 Support Beyond TLA+

Besides TLA+, Apalache also provides support for two other languages whose
semantics are based on TLA, namely PlusCal and Quint.

PlusCal. Positioned as an algorithm language that can be used to replace pseudo-
code, PlusCal was inspired by TLA+ from its inception [32]. Due to this close
relation, the machinery of Apalache can easily be used to reason about PlusCal
code. The only caveat is that, similar to how it is done for TLA+, users are
required to add type annotations to the code; further details can be found on
Apalache’s documentation10.

Quint. Envisioned as a version of TLA+ more approachable to engineers, Quint
is a language that provides an alternative surface syntax to TLA. Apalache is
integrated into Quint tooling11, which makes its use seamless, and it has been
employed to verify Quint specifications of the ChonkyBFT protocol for Byzan-
tine fault-tolerant consensus [14] and the Aztec governance smart contracts [24].

4 Case Study

Our running example is a consensus protocol, and as the name suggests, it aims
to ensure that all (correct) participants reach the same decision, e.g., all replicas

10PlusCal details at https://apalache-mc.org/docs/tutorials/pluscal-tutorial.html.
11Quint details at https://quint.sh/docs/model-checkers#apalache.

https://apalache-mc.org/docs/tutorials/pluscal-tutorial.html
https://quint.sh/docs/model-checkers#apalache
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of a database decide to update a given entry with the same value. A central
part of consensus is the agreement property, which dictates that no two correct
participants may decide differently. The usage of Apalache’s three functional-
ities is showcased in this context, as follows: bounded verification is illustrated
in Section 4.1, symbolic execution is covered in Section 4.2, and inductiveness
checking is detailed in Section 4.3. All experiments were done using Apalache
v0.52.1 on a Linux laptop with an Intel Core i7-8650U CPU and 16 GB of RAM.
For an extensive evaluation of Apalache’s performance on a range of protocols
the reader is referred to [22,44], whose results are summarised in Section 4.4.

4.1 Bounded Exhaustive Verification

To verify that agreement holds up to a bound we use the check command,
with Apalache expecting a user-defined instantiation of a given protocol. The
n6t1f1.tla file contains a protocol instance with 6 participants, n6, a tolerated
limit of 1 faulty participant, t1, and 1 actual faulty participant, f1.

$ apalache-mc check --inv=Agreement --length=10 n6t1f1.tla
...
Checker reports no error up to computation length 10
It took me 0 days 0 hours 26 min 43 sec

As can be seen, the guarantees provided by check can be costly to achieve,
due to the combinatorial explosion. Clever abstractions are often needed to make
effective use of the model checking engine. As shown in Figure 1, Next allows
faulty participants to inject messages at every protocol step, so Apalache has
to consider all possible points in which this can happen. Since the protocol is
asynchronous, and thus sent messages can be received at any point, an equivalent
scenario can be achieved by injecting the messages from the faulty participants

1 module Ben Or
2 InitWithFaults

∆
=

3 msgs1 and msgs2 are nondeterministically initialised with faulty messages

4 ∧ ∃F1 ∈ subset [src : FAULTY , r : ROUNDS , v : VALUES ] :
5 msgs1 = [r ∈ ROUNDS 7→ {m ∈ F1 : m.r = r}]
6 ∧ ∃F1D ∈ subset [src : FAULTY , r : ROUNDS , v : VALUES ],
7 F1Q ∈ subset [src : FAULTY , r : ROUNDS ] :
8 msgs2 = [r ∈ ROUNDS 7→
9 {D2(mm.src, r , mm.v) : mm ∈ {m ∈ F1D : m.r = r}}

10 ∪ {Q2(mm.src, r) : mm ∈ {m ∈ F1Q : m.r = r}}]
11 ∧ . . . value, decision, round , and step are as per Init

12

1

in the Init predicate.
An alternative to Init
is shown on the left.
Since the faulty mes-
sages have been intro-
duced in advance, the
transition relation can
now become the pred-
icate CorrectStep.

$ apalache-mc check --init=InitWithFaults --next=CorrectStep
--inv=Agreement --length=10 n6t1f1.tla

...
Checker reports no error up to computation length 10
It took me 0 days 0 hours 1 min 24 sec
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With the improved specification, it is also possible to efficiently verify that
agreement does not hold if there are more faulty participants than tolerated.
Checking the n6t1f2.tla file, which instantiates 2 faulty participants, leads to
a violation being found and a CEX returned. The CEX includes a state in which
two participants decide on different values, as captured by the value of decision,
i.e., decision = SetAsFun({≪“0”,−1≫,≪“1”,−1≫,≪“2”, 0≫,≪“3”, 1≫});
−1 represents that no decision has yet been made.

4.2 Randomised Symbolic Execution

Exhaustive verification tends to become increasingly expensive as protocols be-
come more intricate, and as more participants and protocol rounds are consid-
ered. For instance, while checking n6t1f1.tla with --length=10 takes less than
two minutes, checking it with --length=15 requires ∼47 hours. This is explained
by the presence in the specification of elements such as power sets, written in
TLA+ as SUBSET S for a given set S, and the cardinality function, which
computes the number of elements of a finite set. These can be seen in Step2 on

1 module Ben Or
2 Step2(id)

∆
= receive proposals and react to them

3 let r
∆
= round [id ] in

4 ∧ ∃ received ∈ subset msgs1[r ] :
5 wait until type–1 messages are received from N − T processes

6 ∧ Cardinality(Senders1(received)) ≥ N − T
7 ∧ let Weights

∆
= [v ∈ VALUES 7→

8 Cardinality(Senders1({m ∈ received : m.v = v}))]
9 in

10 . . . omitted for brevity

11

1

the right. To be able
to perform fast reason-
ing during prototyping
and potentially detect
vulnerabilities cheaply,
we can make use of the
simulate command; a
batch of 100 indepen-
dent simulations of the

file n6t1f1.tla with --length=15, via option --max-run=100, takes ∼17 min-
utes. Note that, although relatively slow in comparison to simulators for other
formalisms, Apalache’s simulation mode has to handle the richness of TLA+ and
its exploration is done in terms of symbolic traces rather than explicit ones.

4.3 Inductiveness Checking

To ensure that agreement holds for an arbitrary number of rounds, Apalache
requires the user to provide an inductive invariant that implies agreement. De-
signing, or rather discovering, such an invariant is a highly nontrivial task, whose
details are outside the scope of this paper. As a measure of the human effort
needed, it took ∼15 hours of work for a co-author experienced in protocol speci-
fication to discover a suitable collection of lemmas, 13 in total, for our example.

Once the inductive invariant is at hand, Apalache can provide unbounded
guarantees via three check calls. The first one establishes the base case, i.e., that
the invariant holds in the initial states, the second one checks that the invariant
implies the property, and the third one verifies the inductive case, i.e., that if
the invariant holds in one state it keeps holding after one transition. Note that
unboundedness is considered here only in terms of unrollings, i.e., number of
rounds, with parameters such as number of nodes still being bounded.
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Inductiveness checking of our example can be achieved via the the calls below.
The first two checks of n6t1f1_inductive.tla, which contains all the needed
lemmas, are relatively cheap, but checking the inductive case is more expensive.
The IndInit predicate is an extension of IndInv that gives shape to the variable
domains, so that it can describe initial states.

$ apalache-mc check --init=InitWithFaults --next=CorrectStep
--inv=IndInv --length=0 n6t1f1_inductive.tla

...
Checker reports no error up to computation length 0
It took me 0 days 0 hours 0 min 7 sec

$ apalache-mc check --init=IndInit --next=CorrectStep
--inv=Agreement --length=0 n6t1f1_inductive.tla

...
Checker reports no error up to computation length 0
It took me 0 days 0 hours 12 min 28 sec

$ apalache-mc check --init=IndInit --next=CorrectStep
--inv=IndInv --length=1 n6t1f1_inductive.tla

...
Checker reports no error up to computation length 1
It took me 0 days 19 hours 26 min 15 sec

4.4 Evaluation on Other Protocols

Detailed quantitative evaluations of Apalache, including comparisons with the
well-established explicit-state model checker TLC [52], are reported in [22,44].

In [22], ten protocols of varying complexity were considered, from the rela-
tively simple Bakery algorithm for mutual exclusion to the much more complex
Paxos and Raft consensus algorithms. Experiments were carried out for both
bounded model checking and inductiveness checking, considering different prop-
erties and numbers of participants, with 40 experiment instances conducted in
total. The results, obtained using Apalache’s QF_UFNIA encoding, show that
Apalache can outperform TLC in terms of runtime and memory use in many
cases. Notably, Apalache could provide results in 8 cases in which TLC could
not, given the available resources. In some scenarios, however, primarily involv-
ing smaller benchmarks or those that made extensive use of nondeterminism,
TLC performed better than Apalache w.r.t. runtime, memory use, or both.

In [44], three protocols were considered, for Byzantine agreement, consen-
sus with Byzantine faults, and non-blocking atomic commitment. Experiments
were carried out for bounded model checking, considering the agreement prop-
erty and different numbers of participants, with with 36 individual experiments
conducted in total. A four-fold comparison was conducted between Apalache’s
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QF_UFNIA encoding, two variations of Apalache’s QF_AUFNIA encoding,
and TLC. The results obtained indicate that Apalache scales better than TLC,
particularly the QF_AUFNIA encoding, with TLC having better performance
on the scenarios with smaller state spaces; in 21 cases Apalache could provide
a result with the available resources but TLC could not.

It is important to note that Apalache and TLC complement each other,
and we do not necessarily see Apalache as a replacement of TLC. Apalache
is more suited to scenarios with large data structures. In particular, the sym-
bolic nature of Apalache enables it to handle Byzantine fault-tolerant algorithms,
such as Ben-Or’s consensus, whereas TLC normally explodes when facing such
algorithms. On the other hand, TLC is more performant when dealing with
benchmarks with compact state spaces, since Apalache has the initial over-
head of generating a relatively large SMT formula; for large benchmarks model
checking time is dominated by solving time though. Furthermore, TLC tends to
perform well with specifications that rely heavily on control nondeterminism.

5 Industrial Adoption and Related Work

There are reported uses of Apalache by researchers and engineers of many or-
ganisations, including Informal Systems [6,49,28], the Stellar Foundation [51,34],
Matter Labs [14,20], and NVIDIA [27], with interest also arising from institutions
such as the Ethereum Foundation [21], Aztec Labs [24], and Commonware [10].
These examples showcase Apalache’s maturity and impact, and its ability to
provide value in industrial settings.

Besides Apalache, two other tools are prevalent in the TLA+ ecosystem [23]:
the explicit-state model checker TLC [52] and the interactive proof system
TLAPS [8]. TLC and Apalache have different strengths, as detailed in Sec-
tion 4.4, and TLAPS focuses on semi-automated proofs, also being powered by
SMT solving. A translator from TLA+ to B is also available [18], which allows
for the use of ProB [33] for TLA+ verification. When it comes to inductive
invariant inference, approaches have been proposed for both TLA+ [47,11] and
other formalisms [17,50].

In regards to TLA+ itself, related formalisms include Ivy [35,36], Veil [46],
Alloy [19], and P [12], each with their own strengths, weaknesses, and tooling sup-
port. Ivy operates at the level of first-order relations, a different abstraction level
than TLA+, and is associated with a verification tool of the same name which
supports both model checking and deductive verification; Ivy’s abstractions are
more amenable for automated reasoning, but in our experience distributed sys-
tems engineers in industry have a harder time understanding first-order relations
than the state machine representation that underpins TLA+. Veil is a framework
that operates on a language closely related to Ivy, supporting both automated
and interactive verification, with the distinct feature of being embedded into
the Lean 4 proof assistant [39]. Alloy is similar to TLA+ in its focus on transi-
tion systems, but is better suited to describe data relations than state progress;
bounded verification is possible via the Alloy Analyzer. P is a state machine-
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based programming language centred on asynchronous events, associated with a
framework grounded on assume-guarantee reasoning [13]; initially restricted to
systematic testing, supporting tooling is now capable of formal verification, and
a security-focused variant of the language is also available [29].

6 Conclusion

This paper presented Apalache, an efficient and flexible TLA+ model checker.
Apalache makes use of bounded model checking and SMT solving to provide
users with three complementary functionalities: bounded exhaustive verification,
randomised symbolic execution, and inductiveness checking. Its symbolic engine
is capable of reasoning about safety and liveness properties, and has also been
employed in the context of two other TLA-based languages, PlusCal and Quint.
Industrial usage of Apalache has led to many successes over the years, including
the verification of state-of-the-art Byzantine fault tolerant consensus protocols
powering modern blockchain platforms.

Future work is envisioned in three directions: (1) add support for unbounded
model checking in a native and fully automated way, (2) lift the finite-state re-
striction from liveness checking, and (3) improve the tool to enable further flex-
ibility. The first direction could consider unboundedness in terms of unrollings
or data structure size. It can be pursued via a quantified SMT encoding or
one based on Horn clauses, with the latter allowing for novel algorithms such
as (SPLIT-)TPA [5,4] to be exploited. Furthermore, certification of solving re-
sults [42,43] could be incorporated into Apalache to enhance the strength of
its guarantees. The second direction could be centred around the design of an
approach based on the technique proposed by Padon et al. [45]. Lastly, the third
direction could involve adding bindings for alternative solvers, such as cvc5 [1].
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